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GENERATING KEYS USING EOH LABELING FOR
COMBINED CIPHERS

SHIVAPRIYA. P AND K. N. MEERA

ABSTRACT. Let G = (V, E) be a simple graph with p = |V(G)| and
g = |E(G)|. A one-one function f: V — {1,3,...,2p — 1} is said to be
an even-odd harmonious labeling of G if the induced function of edges
f*E = {0,2,..,2(qg — 1)}, f*(e = wv) = (f(u) + f(v))(mod2q) is
bijective. In this paper, we explore even-odd harmonious labeling for a
few classes of graphs like odd cycles, Triangular book and (C3,nKi ).
An algorithm to obtain even-odd harmonious labeling for a triangular
book Bz ) is proposed. We further illustrate the use of this labeling
to generate keys in cryptography by combined cipher techniques. The
cipher techniques to be used here are Columnar transposition cipher and
Vigenere cipher.
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1. INTRODUCTION

For basic graph theory terminology we refer [2]. In the vast area of
graph theory, labeling of graphs is one of the fascinating fields with bound-
less opportunities in research. Labeling of graphs is simply assigning val-
ues/integers to vertices, edges or both in a graph. The three most common
labelings are, vertex labeling, edge labeling and total labeling. Assigning
values only to vertices is vertex labeling and assigning values only to edges
is edge labeling. Assigning values to both vertices and edges in a graph gives
total labeling. Some of the known graph labeling techniques are graceful la-
beling, edge-graceful labeling, lucky labeling, harmonious labeling, magic
labeling and anti-magic labeling.

Even-odd harmonious(EOH) labeling is an important graph labeling tech-
nique introduced in 2015 by Adalin Beatress and Sarasija. In EOH labeling,
we consider a one-one function for vertices, so that they are assigned with
odd positive integers which then induces a function on edges satisfying cer-
tain conditions. Several authors have tried to explore the classes of graphs
which admit EOH labeling and few papers have been published in the years
following its introduction. In [6], the authors worked on proving the exis-
tence of EOH labeling for few families of acyclic graphs like caterpillar graph
cattt(l,r), l-regular lobster graph, Coconut tree CT,,, Spider tree graph
with n legs and length [, and Star graph Sy, 3. The authors continued their
work for cyclic graphs like Fan graph F,, Ladder graph L,, Prism graph
Py x Cym1, Total graph T'(P,), Braid graph B(n), Jellyfish graph J(m,n),
Petersen graph, the graphs Poy,(+)Ny, and (Po UmK;p) + No in [7]. In [8],
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the authors have proved the existence of EOH labeling for graphs obtained
through various graph operations like union of graphs, superimposition of
graphs and Corona product graphs. Later, in [4] authors manifested defi-

nite graphs and proved the existence of EOH labeling for some graphs like
M) 22 G o

H-graph, Comb graph C,, Bistar graph and the graph < ky ;. ki, k{';,
which is a combination of three star graphs.

Numerous graph labeling techniques are applied by researchers under var-
ious fields of interest, one of which is Cryptography. Cryptography is a
method that ensures secure communication and data transmissions using
cryptosystems [1, 5]. In a cryptosystem, a message is passed from sender to
receiver through a channel. The message/plaintext on encryption produces
a ciphertext that is decrypted by the receiver to obtain the message [12].
The process of encryption and decryption is carried out using a key. Various
cryptographic techniques were developed throughout the years to reduce at-
tacks by third parties(or adversaries) [11]. By combining ciphers, a stronger
cryptosystem can be formed which makes it difficult for any adversaries to
hack the message. A combination of the ciphers; Columnar transposition
and Vigenere, are applied in this work. Each cipher uses a key for encryption
and decryption. These keys are generated using labeled graphs [9, 3].

The article is divided into 5 sections. In section 2 we recall the definitions
of harmonious and EOH labeling, and discover new classes of graphs admit-
ting EOH labeling. In section 3, an algorithm is described that is used to
label the Triangular book B3 ,,). In section 4, the concept of EOH labeling
is used to generate keys for encryption and decryption of the cipher tech-
niques. An illustration explaining the same is given in the section. Finally,
in section 5 we conclude with some open problems.

2. EOH LABELING OF GRAPHS

First, we recall some basic definitions and present the results later on.
We show that certain classes of graphs like odd cycles, Triangular book
and (C3,nkK; ) admit EOH labeling. (Cs,nKj,) is the graph obtained by
identifying each of the central vertices of n copies of the star graph with n
vertices of C3, where 1 < n < 3.

Definition 1. Let G be a graph with p = |[V(G)| and ¢ = |E(G)|. A one-
one function f : V(G) — Z,, is said to be harmonious labeling if it induces
a bijective function f*: E(G) — Zq as f*(e = u/'v") = ((f(«') + f(v'))mod ¢
where Zg is the group under addition modulo ¢. A graph admitting such
labeling is known as a harmonious graph [10].

The harmonious labeling of a Fan graph is given in Figure 1.



Generating keys using EOH labeling for combined ciphers

FIGURE 1. Harmonious labeling of Fan graph Fj

Definition 2. Let G be a graph with p = [V(G)| and ¢ = |E(G)|. A one-
one function f : V(G) — {1,3,...,2p — 1}, is said to be EOH labeling if it
induces a bijective function f* : E(G) — {0,2,...,2qg — 2}, as f*(e =u/v') =
((f(u") + f(v"))mod2q. A graph admitting such labeling is known as an
EOH graph.

An EOH labeling of the star graph K ¢ is given in Figure 2.

FIGURE 2. EOH labeling of Star graph Kj ¢

Theorem 2.1. All odd cycles C,, n =2k + 1, k > 1 admit EOH labeling.

Proof. Consider the odd cycle Cory1, K >1.
Let V = {u; : 1 <7< 2k+1} be the vertex set and E = {ujugps1 JU{wuitq
1 <@ < 2k} be the edge set respectively.
We define a one-one function f:V — {1,3,...,(4k + 1)} as,
flu)=2i—1,1<i<2k+1
The induced function f*: E — {0,2,...,4k} is given by,
fr(ei) = (f(wi) + f(uit1))mod (4k + 2)
= (20 — 1+ 2i+ 1)mod (4k + 2)
= (4i)mod (4k + 2), Vi, 1 <i <2k

709
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fr(ezks1) = (f (ur) + f(uzks1))mod (4k + 2)

= (1 + 4k + 1)mod (4k + 2)

= (4k + 2)mod (4k + 2)

=0
We see that f*(egx+1) =0 and f*(e;) # 0 for any value of i.
Hence, we can say that f*(esps1) # f*(e&;).
Now, we must prove that no labels for edges are repeated for given vertex
labelings.
We shall prove this by using the method of contradiction.
The set of all possible edge labels for a cycle Coxy1 is {0, 2, ..., 4k}.
Suppose that at least one label from the set is repeated or f* is not bijective,
then the chances of the labels to be repeated is after every (4k + Z)th term
ie. {(0+4k+2),(2+4k+2),...,(4dk + 4k +2)}
={4k+2, 4k + 4, ..., 8k + 2}
On taking modulo of these,
= {(4k + 2)mod (4k + 2), (4k + 4)mod (4k + 2), ..., (8k + 2)mod (4k + 2)}
={0,2,...,4k} (the set of all possible edge labels for Cor1; cycle).
Since 4k < 4k 4 2 and all edge labels exist for Co;11, we can say that the
labels do not repeat under mod (4k + 2).
This contradicts our assumption that f* is not bijective.
.. function defined gives EOH labeling for Copy1.
Hence, all C),, n =2k + 1, £ > 1 admit EOH labeling.

The EOH labeling of an odd cycle is given in Figure 3.

Ficure 3. EOH labeling of C7

Definition 3. The Triangular Book graph, denoted by B(3 ) is a graph
with m copies of cycle Cs sharing a common edge. This edge is known as
base of the book.

Theorem 2.2. Triangular book graphs B(3 ,,) admit EOH labeling for m >
2.
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Proof. Consider a Triangular book graph B3, constructed by joining two
adjacent vertices to m further vertices with |V(G)| = m + 2 and |E(G)| =
2m + 1.
Consider V- = {v1} U {v; : 2 < i < m+ 1} U {vmt2} be vertex set and
E={vv;:2<i<m+1}U{vjvmi2:2<i<m+ 1} U{vivmio} be edge
set in B(B,m)-
We define a one-one function f: V — {1,3,...,2m + 3} as,
flo) =1
flo)=2i—1,2<i<m+1
F(vmiz) = 2m +3
The induced function f*: E — {0,2,...,4m} is given by,
F(e0) = (f(en) + F(vy51))mod (4m +2)
=(2i4+2)[mod (4m +2)], 1 <i<m
f7(ej) = (f(vig1) + f(vmy2))mod (4m + 2)
(25 +4)[mod (dm+2)], 1 <i<m,j=i+m
fr(e) = (f(v1) + f(vmi2))mod (4m + 2)
= (2m + 4)mod (4m + 2)
ei,ej and e are edges formed by the vertices v1, vi41; vit1, Um2 and vi, Vg2
respectively.
To show f* is bijective, we must prove that f*(e;) # f*(e;) # f*(e)
Case (i): To show f*(e;) # f*(e)
For i =m, f*(en) = (2m + 2)mod (4m +2) = 2m + 2
and,
ffle)=02m+4)mod(dm+2)=2m+4V m > 2
Also, 2m+2<2m+4 = f*(e;) < f*(e)
e f*(ei) # f*(e)
Case (ii): To show f*(e;) # f*(e)
Suppose, f*(e;) = *(¢)
= (2§ +4)mod (4m + 2) = (2m + 4)mod (4m + 2)
=—> j = m, which is a contradiction as m+1 < j < 2m
- Fep) # 4(e)
Case (iil): To show f*(e;) # f*(e;)
Consider f*(e;) V1<i<m
ie. f*(e1) =4mod(dm +2) =4
f*(e2) = 6mod(dm +2) =6

f(em—1) = (2m)mod (dm + 2) = 2m

frlem) = (2m+2)mod (dm + 2) = 2m + 2

From this we get 2i +2 <4dm +2, Vi, 1 <i<m
Hence, no value of f*(e;) gets repeated for 1 <i < m.

Similarly, consider f*(e;) V j, m+1<j <2m
ie. f*(emy1) = (2m+6)mod (dm+2) =2m+6
[*(em+2) = (2m + 8)mod (4m + 2) = 2m + 8
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f*(eam—2) = (dm)mod (4m + 2) = 4m

f*(eam—1) = (Adm + 2)mod (4m +2) =0

f*(eam) = (4m + 4)mod (4m + 2) = 2

We see that 2j +4 <4dm+2 Vjm+1<j<m—2,
2j+4=4d4m+2for j=2m -1

and 25 +4 > 4m + 2 for j = 2m.

.. no value of f*(e;) is being repeated

and 21 +2<2j4+4Vi,1<i<m,j=i+m

= (20 + 2)mod (4m + 2) # (25 + 4)mod (4m + 2)
— f(e) £ 17(e)

From all three cases we have, f*(e;) # f*(e;) # f*(e)
Clearly, f* is bijective.

.. function defined here gives EOH labeling of B3 ).
Hence, the Triangular book graph B3,y admits EOH labeling.

The EOH labeling of the Triangular book B3 3) is given in Figure 4.

F1GURE 4. EOH labeling of the Triangular book B3 3

Theorem 2.3. The graph (Cs, K ,) admits EOH labeling for all » > 1.

Proof. Consider the graph (C3, K1) obtained by identifying the central
vertex of a star graph K7, with a single vertex of Cs .
Here, [V(G)| = |E(G)|=r+3
Let V = {u1, ug, us}U{v; : 1 <i < r} be vertex set and E = {ujug, ugus, ujus }J
{ugv; : 1 <@ <r} be edge set in (Cs, K1 ).
We define a one-one function f: V — {1,3,...,2r + 5} as,
f(u) =5, fuz) =1, f(uz) =3
flui)=2i+5, Vi,1 <i<r
The induced function f*: E — {0,2,...,2(r + 2)} is given by,
f*(er) = (f(u1) + f(u2))mod (2r + 6)
= 6mod (2r + 6)
fr(e2) = (f(u2) + f(us))mod (2r + 6)
= 4mod (2r + 6)
f*(e3) = (f(u1) + f(uz))mod (2r + 6)
= 8mod (2r + 6)
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F7(€}) = (Flus) + £(v3))mod (2r + 6)
= (20 +8)mod (2r +6), Vi, 1 <i<r
e1,e9 and ez are edges of C3 and e; = u3zv;
Forr>1
F(ur) =5, fun) = 1, f(us) = 3, f(01) =7, f(12) =9, f(0y) = 2 +5
f*(e1) = 6mod (2r +6) =6
f*(e2) = 4mod (2r + 6) = 4
f*(e3) =8mod (2r + 6) =8
f*(e}) = 10mod (2r + 6) = 10

f*(el_1) = (2r +6)mod (2r + 6) =0

f*(eh) = (2r 4+ 8)mod (2r + 6) = 2

Clearly, f* is bijective

.. function defined here gives EOH labeling of (Cs3, Ki,).
Hence, (Cs, K1 ) admits EOH labeling for all r > 1.

The EOH labeling of (C3, K 5) graph is given in Figure 5.

FIGURE 5. EOH labeling of (Cs, K 5)

Theorem 2.4. The graph (C3, 2K ,) admits EOH labeling for all » > 1.

Proof. Consider the graph (C3,2K;,) obtained by identifying the central
vertex of a star graph K , with two vertices of Cs where |V (G)| = |E(G)| =
2r + 3.

Let V. = {ug,ug,us} U{vgi—1 : 1 < i <r}U{vg :1<i<r}and E =
{uug, uoug, urus} U {ugvg;i—1 : 1 <i <r}U{usvy : 1 <i<r}

We define a one-one function f: V — {1,3,...,4r 4+ 5} as,

flur) =3, f(uz) =5, f(uz) =1

f(’l)gl;l) =44 + 3, Vi, 1 S ) S T

flog)) =4i+5,Vi, 1 <i<r

The induced function f*: E — {0,2,...,4r + 4} is given by,

fr(ex) = (f(u1) + f(uz))mod (4r + 6)

713
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= 6mod (4r + 6)
f*(e2) = (f(u2) + f(uz))mod (4r + 6)

= 4mod (4r + 6)
fr(e3) = (f(u1) + f(us))mod (4r + 6)

= 8mod (4r + 6)
fi(e}) = (f(u2) + f(v2i-1))mod (4r + 6)

= (4i+8)mod (4r+6) Vi, 1 <i<r
fr(ef) = (f(uz) + f(vai))mod (47 + 6)

= (4i+6)mod (4r +6) Vi, 1 <i<r
e1, ez, ez are edges of C3 and €] = ugvai—1, €] = uzvy;
where, f* is bijective
.. function defined here gives EOH labeling of (Cs3,2K] ).
Hence, (Cs,2K] ) admits EOH labeling for all r > 1.

The EOH labeling of (C3,2K7 4) graph is given in Figure 6.

*— 0
v, 13 14 e, ug 1 u, 5 '
) 2
10 e, 19V,

A

F1GURE 6. EOH labeling of (C3,2K] 4)

Theorem 2.5. The graph (Cs, 3K ,) admits EOH labeling for all r > 1.

Proof. Consider the graph (Cs,3K7,) obtained by identifying the cen-
tral vertex of a star graph K, with three vertices of C3 where |V(G)| =
|E(G)| =3r+ 3.
Let V = {ul,UQ,U3} U {’()31‘,2 1< < ’I’} U{Ugl;l 1< < T}U {'U3i 1<
i <r}and F = {ujug, ugus, uqus} U {ujvs; : 1 <i <rpU{ugvgio:1<i<
r}U{ugvgi—g: 1 <i<r}
We define a one-one function f: V — {1,3,...,6r + 5} as,
flur) =3, f(uz) =5, f(uz) =1
f(vgi_g) =6i+1Vi, 1<i<r
f(vgi_l) =6i+3Vi, 1<i<r
Flvg) =6i+5VYi, 1<i<r
The induced function f*: E — {0,2,...,6r + 4} is given by,
J¥(e1) = (f(un) + f(u))mod (67 + 6)
= 6mod (61 + 6)
f*(e2) = (f(uz) + f(uz))mod (6r + 6)
= 4mod (67 + 6)
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f*(e3) = (f(u1) + f(uz))mod (6r + 6)

= 8mod (6 + 6)
fr(ef) = (f(us) + f(vsi—1))mod (6r + 6)

= (67 4+ 6)mod (6r +6) Vi, 1 <i<r
fr(ef) = (f(uz) + f(vsi—2))mod (6r + 6)

= (67 4+ 4)mod (6r +6) Vi, 1 <i<r
fr(e") = (f(ur) + f(vsi))mod (61 + 6)

= (6i 4+ 8)mod (6r +6) Vi, 1 <i<r
e1, ez, ez are edges of C3 and €] = u1vs3;, €] = ugvs;—9, €' = ugvsi1
where, f* is bijective
.. function defined here gives EOH labeling of (C3, 3K ).
Hence, (Cs,3K1 ) admits EOH labeling for all r > 1.

The EOH labeling of (C'3, 3K 4) graph is given in Figure 7.

F1GURE 7. EOH labeling of (C3,3K7 4)

3. ALGORITHM

The following algorithm is used to obtain EOH labeling for a Triangular

book graph B3 -

715
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Algorithm The algorithm used to obtain EOH labeling of Triangular book
Bm)-

Input: m
L of(u) « 1
: for i =2 to m do
flu) «2i—1
f(omy2) < 2m+3
end for
2 fr(e) < (f(v1) + f(vm2))mod (4m + 2)
7. for i =1 to m do
8 fr(e:) < (f(v1) + f(vig1))mod (4m + 2)
9: for i =m+1 to 2m do

SR AN S

10: fr(ei) < (f(vm+2) + f(vig1-m))mod (4m + 2)
11: end for
12: end for

4. KEY GENERATION USING EOH LABELING

We have proved the existence of EOH labeling for a few graphs in the
previous section. Now, we apply this labeling technique to generate keys for
Columnar transposition and Vigenere cipher.

A Columnar transposition (CT) cipher involves writing the plaintext
in rows of a rectangular array and obtaining the ciphertext by reading it
column-wise one by one in the order formed from a key K.

The Vigenere cipher is a poly-alphabetic cryptosystem which uses the
following;
(i) The finite set of possible plaintexts, P

(ii) The finite set of possible ciphertexts, C

(iii) The finite set of possible keys, K
Representing the 26 English alphabets by the group Zsg, as shown in the
Table 1 we have, P = C = K = Z5, where m is the length of the key K € K.
For key K = (k1, k2, ..., km) the encryption and decryption are carried out
as follows;
Encryption: Ex(p1,p2,..-pm) = (p1 + k1, D2 + K2y oo, P + Em)
Decryption: Dg(c1,¢2,...Cm) = (1 — k1,¢0 — ko, ooy € — ki)
where the operations are under modulo 26.

Procedure for key generation. The sender sends the following informa-
tion to the receiver along with the encrypted message:

(i) the number of words n

(ii) the vertex-edge sequence whose labels are the length of words in the
plaintext.

(1) The sender removes the space between the words of the plaintext.
Both the sender and receiver construct the graph Bz ) or B(z,_1)
based on whether n is odd or even respectively. They label the graph
using the Algorithm in section 3.
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Two keys are obtained from the labeled graph. The first key K7, is
the label of the edges taken in the order ey, ea, ..., €, €m+1, €m+2, -
€am, e (e is the edge incident between v; and vy,+2) which is used in
CT cipher. The encryption and decryption techniques of CT cipher
using K are denoted by ECTy, and DCTF, respectively. The sec-
ond key K> is the label of vertices taken in the order vy, v, ..., V42
which is used in Vigenere cipher. The encryption and decryption
techniques of Vigenere cipher using K» are denoted by EV (', and
DV Ckg,.

(3) The key K is converted to its corresponding alphabetical equivalent
given in Table 1.
B C D E F G H | ] K L M
1 2 3 4 5 6 7 8 9 10 11 12

0] P Q R S T u ) w X Y z

13

14 15 16 17 18 19 20 21 22 23 24 25

(4)

()

(6)

TABLE 1. Alphabet-number table

At first, the encryption algorithm of CT cipher, namely ECT is
applied on the plaintext P with key Kj to get the CT ciphertext
P’. Then encryption algorithm of Vigenere cipher, namely EVT is
applied on P’ with key K5 to obtain the Vigenere cipher text C.
i.e. ECTg,(P)= P and EVCg,(P') =C,

or C = EVCK2 (ECC'TK1 (P))

Upon receiving these, the receiver obtains the keys K7 and K from
the EOH labeled B3 ,) or B3 ,_1). The receiver then applies the
decryption algorithms in the reverse order with their respective keys.
Thus, obtaining P = DCTg, (DV Ck,(C)).

The Vigenere cipher text C, the value of n, the edge sequence cor-
responding to key K7, the vertex sequence corresponding to key Ko
and the vertex-edge sequence whose labels correspond to the words
in the plaintext delimited by semicolon are sent from the sender to
the receiver.

We provide an illustration to describe the encryption decryption process.

Illustration.

Encryption. Suppose "COMPARISON CREATES DESPAIR” is the mes-
sage. Here n = 3 as there are three words. Their lengths are 10, 7 and 7
respectively.

(1) The sender combines these words to form the plaintext P: COMPAR

(2)

ISONCREATESDESPAIR. Both sender and receiver constructs
the B33y graph as n is odd and label it using the Algorithm in
section 3. The labeled graph is shown in Figure 8.

The sequence of edges and vertices are eq, ea, €3, eq, €5, €g, € and vy, vg,
v3, V4, V5. Their labels form the keys K7 = 468120210 and Ky =
13579.

717
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FIGURE 8. Triangular book B3 3)

(3) The next step is to construct the table for CT cipher. The alphabeti-
cal equivalent of K is EGIM AC K with 7 alphabets, so a table with
7 columns is considered. The key is entered in the first row. The
next row gives a numbering to these alphabets in their order of ap-
pearance among the English alphabets. For example, A is numbered
1, C is numbered 2 and so on.

(4) Next, the plaintext P is entered through the rows. The blank cells,
if any, are filled with a rare letter say Q (which is agreed by both
the sender and the receiver prior to communication). The CT cipher
table is shown in Table 2.

E G I M A C K
3 4 5 7 1 2 6
C 0 M P A R I
S 0 N C R E A
T E S D E S P
A ! R Q Q Q Q

TABLE 2. CT cipher table

(5) The letters from Table 2 are read out column-wise according to col-
umn numbers obtained in previous step. This gives the CT cipher-
text P': AREQ RESQCSTAOOFEI MNSRIAPQ PCDQ.

(6) Next the Vigenere encryption algorithm EV C is applied on P’ using
key Ko. For this the Table 3 is constructed. The CT cipher P’ is
written in the first row followed by its numerical equivalents x in the
second row as given in Table 1. A key stream using Ky = 13579 is
formed and this constitutes the third row of the table. The values
of (z + K2)mod 26 are computed and listed in the fourth row. The
alphabetical equivalents of the values in fourth row are written in
the fifth row using Table 1. This gives the Vigenere ciphertext C' :
BUJXAFVVJBUDTVNJPSZAJDUXY DGV
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P

AIR|E|IQ|R|E|S|Q|C|S|T|A|/O|O|E|JI|M|N|S|R|I|A|P|Q|P|C|D|Q

X 0/17|4|16|17|4|18|16|2|18|19|0|14|14| 4 |8|12|13|18|17|8|0|15]|16|15|2 |3 |16

K, 1|3 |5|7]|9|1|3|5|7|9|1|3|5|7]|9|1|3|5]|7]|9|1]|3|5|]7]|]9]|1|[3]|5
(x+K;)mod26 | 1 |20 |9 |23 | 0 |5|21|21|9| 1|20|3|19|21|13|9|15/18|25| 0 |9 [3|20|23|24|3|6|21
9 B/U|J|X|A|F|V|V]|J|B|U|D|T|V| N|J|P|S|Z|A|J|D|U|X|Y|D|G|V

TABLE 3. Encryption using Vigenere cipher

(7) Now the sender sends the encrypted message C, the value of n,
edge sequence representing Kj, vertex sequence representing Ko,
vertex-edge sequence corresponding to the length of the words in
the plaintext delimited by semicolon. For the given example, this
is BUJXAFVVJBUDTVNJPSZAJDUXY DGV 3; 468120210;
13579; the last sequence represents 10, 7 and 7, which gives the
length of the the three words in the message.

Decryption.

(1) On receiving this, the receiver now forms both keys K; and Kj
using the sequences of edges and vertices as K; = 468120210 and
Ky = 13579 from the EOH labeled B3 3) graph, which is already
constructed by both the sender and receiver. The key K is converted
to its alphabetical equivalent by the same method described in the
encryption section.

(2) Then, the decryption algorithm DVC using key K> is applied on the
Vigenere ciphertext C' to obtain the CT ciphertext P': AREQRESQ
CSTAOOFEIMNSRIAPQPCDQ as shown in Table 4.

c Bl{U|J|X|A[F|V]|V]]J B|l|U|D|T]|V J P S|Z|A|J|D|JU|X Y|D[G |V

y 1[2019|23| 05|21 |21(9|1([20]3]19|21|13)9[15]|18[25| 0 |[9|3|20|23|24(3]|6 |21

K2 1|3 |5]| 7|9 |13 |5)|7|9]|1|3|5|7|9[1|3|5|7|9|1|3|5]|]7([9]1[3]5
{y-Ka)mod26 |0 | 17| 4 |16 |17 | 4 |18 |16| 2 8(19]/0|14|14)| 4 |8|12)|13 |18 |17 |8 |0|15]16(15]| 23 |16
4 A|lR|E|Q|R[E|S|QfC]| s T|A|O|O]|E I|[M|N|S RI|I|A|P|QfPfC|D|Q

TABLE 4. Decryption using Vigenere cipher

(3) The receiver then constructs the CT cipher table using K7 in similar
manner as done in ECT for the first two rows. Next, P’ is entered
along the columns according to the column numbers, i.e, column
with number 1 is filled first followed by 2 till 7, giving Table 2.

(4) The receiver then reads out the letters from Table 2 along the rows
and remove the additional letters @ to obtain the plaintext P: COM
PARISONCREATESDESPAIR.

(5) Now, the receiver uses the labels of the vertex-edge sequence e, v4, v4
(10,7,7) to split plain text P by adding spaces at lengths 10, 7 and
7 respectively.

(6) This reverts the plaintext to its initial form as "COMPARISON
CREATES DESPAIR” which completes the procedure.

5. CONCLUSION

Here, we have explored the EOH labeling for a few classes of graphs like
cycles Capy1, Triangular book B3,y and (Cs,nKi,) and proved that they
admit EOH labeling. We worked on generating keys using EOH labeling and
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explained it by using Triangular book B3 3). The novelty in this work is that
we have combined cipher techniques along with EOH labeling to generate
keys which makes it difficult for any third party to attack the message.
Further studies on proving the existence of certain other families of graphs
can be done. Also, various other cryptographic techniques along with EOH
labeling can be used to reduce the attack from hackers.
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